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IBM Bluemix O ERTE ® EEL
MQTTH —% D EETa @ gELhe

WEB# —s%(PLAIN) DmETs @ gEians
E—avEERE(D)

A S DEfETa @ EELAY

FROANERERE  2ENG—EEY ) BENS—EED )

OO00000000 dev_le 0000001 00000000 OOOOO
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000000 [00]

Chapter1. 00O



loT Hands-On Powered by OpenBlocks lIoT | SORACOM | AWS / Documentation, 0 0 0 O 1.0.0

o000 < im] 192.168.254.254 ¢ O th T ¥
PD Exchange {ﬁm&h\
Amazon Kinesis ERT20ERLAEN
AWS loT RT3 O EALAEN
IBM Bluemix ERT2OERLAN
MQTTH—/\ RT3 O EALRN
WEB# —/{(PLAIN) fEFAT 2 @ ERLERN

E—JVRERE(?)

EENR #ET 3O RELBV

T ARERERE AENRIEEY )  RENRERY )

FTINA RES dev_le_0000001

EENR O%EITZ EELAEL

FZRLZ E7:3A:40:83:9D:8A

A—H—XE

Y —{558Edbm] 0

ER{S SRR REms] 000

EELRE @local PD KINESIS AWSIOT BLUEMIX MQTT PLAIN
#E

RE )

Version 1.0.7

(C) 2015 - 2016 Plat'Home Co., Ltd. All rights reserved

gooood

local 0OO0OOO0OO0O0O0ODOOO0OCOOWebUIOOODOOOOODOOOOODOO

[D000]-[00000]00[00000]0([0000]00000000000000

bobooboooboooobooboooooobooooobooooooobooboOoo ooojoboo
ooooooo
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0@ < Em} 192.168.254.254 @] ©

OpenBlocks®[[43 75 i (B AL S5 2775

eI

&
m)
i

AVTFVR

F—IRR
FINA RBES dev_le_0000001
J57RR O®TT5  JRLAEL
BRE )
24.65 1.0
[°C]
[%]
24.60
0.8
24.55
24.50
0.6
. B
REE
Xum 24.45 o
[°C] [%]
0.4
24.40
24.35
0.2
24.30
24.25 0.0
2016/03/09 13:55:10.0 2016/03/09 13:55:15.0 2016/03/09 13:55:20.0 2016/03/09 13:55:25.0 2016/03/09 13:55:30.0 2016/03/09 13:55:35.0
F—INF—SER ®TT2OEBRLEN

00000000oobooooao
Amazon Elasticsearch Service 0 O 0000000000 OOO

gbooooogn

gboooboooboooo

WebUIOO [ODOOO]-[0O000]00000000O00000
booooOobooooboobooon

pd-handler-stdout.log | OO OO <->BX1O0OOOOOO
pd-emitter.log BX1<>000 (local0 AWSIoTO) OO OO OODO

gbooooobooboboooboooboooboboooooobobooboooogJsoNgboboooooog
ooooooo
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OpenBlocks lIoT - Mozilla Firefox

OpenBlocks loT
192.168.254.254 v @ ||Q#z= wBe U 3 4 & =

AER AR - SSE AR CEEID CCEER

mEQy

O4:&R (pd-handler-sidoutlog = _ #%>o—F )

[2015-11-16 15:57:54.074] [INFO] pd-handler - disconnected!: 5c313ec02eeb
2015-11-16 15:57:54.171] [INFO] pd-handler - connectAndSetUp: 5c313ec02eeb
2015-11-16 15:58:06.762] [INFO] pd-handler - enablelrTemperature

2015-11-16 15:58:06.777] INFO] pd-handler - enablelrTemperature

2015-11-16 15:58:07.635] INFO] pd-handler - Enable accelerometer
2015-11-16 15:58:07.638] [INFO] pd-handler - Enable accelerometer
2015-11-16 15:58:26.763] [INFO] pd-handler - timeout: 5c313ec02eet
2015-11-16 15:58:26.764] [INFO] pd-handler - disconnect: 5c313ec02eeb
2015-11-16 15:58:26.770] [INFO] pd-handler - disconnected!: 5¢313ec02eeb
2015-11-16 15:58:28.944] [INFO] pd-handler - connectAndSetUp: 5c313ecl2eet
2015-11-16 15:58:35.919] [INFO] pd-handler - disconnected!: 5¢313ecl2eeb
2015-11-16 15:58:36.018] [INFO] pd-handler - connectAndSetUp: 5c313ecl2eeb
2015-11-16 15:58:43.818] [INFO] pd-handler - enablelrTemperature

[2015-11-16 15:58:43.949] [INFO] pd-handler - Enable accelerometer
[2015-11-16 15:58:44.219] [INFO] pd-handler - Enable magnetometer
[2015-11-16 15:58:44.489] [INFO] pd-handler - Enable barometer

2015-11-16 15:58:44.894] [INFO] pd-handler - Enable gyroscope

2015-11-16 15:58:45.029] [INFO] pd-handler - Enable humidity sensor
2015-11-16 15:58:45.166] [INFO] pd-handler - connected!: 5c313ec02eeb
2015-11-16 15:58:50.183] [INFO] pd-handiler -

{"deviceld""5c313ec02ee6” " humidity™:47.5 "temperature™28.3 "gyroX™ 1 "gyroY™"4.5 "gyroZ"0.8,"pressure™1021
1,"objectTemp™21.1,"ambientTemp™28,"accelX"-0.9,"accel¥™1.4 "accelZ"3.6,"magX™-
58.4,"magY¥™19.8,"magZ"71,"ime""2015-11-16T15:58:50.169+0900"}

pd-handler-stdout.log [0 timeout: ... 0000000000

ubooob00 BLEODODOOOOOOOOoOooOooooboooon

1. 000o0o0o@ooooon)

2. 000000000000 O0O0O0@OUuobOOobOOoOoOoOobooOoon)
gooobooooon

Amazon Elasticsearch ServiceO U O oo ooooond

0000 00: Amazon Elasticsearch Service 00 Kibana O O OO0 000000000 O0OOOO
00000000 Amazon Elasticsearch Service D 0 0 Amazon ESO 00O 0O
ooooooag;
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7

———

AY

| |

awsiot_handson/sensorQ 1 1
«az> | awsiot-handson-es |

| I | 1 |

_— | | I
| |

\ |

Amazon Elasticsearch
Service

AWS loT{

SORACOM Air
3G
/ Topic Action
Kibane

OpenBlocks loT BX1 ibana )
- e - == - ——

. A o, .

intel o

e
BLE : - 2 =f.::-
0000000000
Fujitsu Component Limited
FWMBBLZ02
O 0o SVG

Amazon ESOOO0OO0OOO

Getstarted (D OO O0OO0O00OO0OO0O Createanew domain) D0 Amazon ESO OO OOOOOOOOOOO0O
oooooda

gobobOooooooooobooooooooboooooboOo(@boooobobooobooobooOooKkDoO)

Elasticsearch domain name

‘awsiot—handson—es

U [NextjOOOOOOODOOODO

Instance type

t2.micro.elasticsearch

Storage type

EBS

ONext)]OOOOOODOOOO
Set the domain access policy to \ Allow open access to the domain
O Next)]OOOOOOO0OO0OOOOOOOODOO [Confirmandcreate] 000000

O0: O0OOOOOODOO “Allow open access tothedomain” (=0 0 0000000 0O0)0000OCOOO
0000000000000 00o0ooooooooonooooog

O0: AmazonESO 0000000000 1000000000000000 (AWSIToTODOO)OOODOOO
oood

Elasticsearch [0 Endpoint 0 Kibana0 URLO OO0 O

Amazon ESO 000000000 ESO Endpoint 0 KibanaD URLO OO OO0
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Amazon Elasticsearch Ser X

Dashboard
/ domains

awsiot-handson-
es

awsiot-handson-es

Configure cluster Modify access policy

Domain status  Aclive

Endpoint search-awsiot-handson-es-«#
Domain ARN
Kibana search-awsioi-nandson-es-

Cluster health Indices Monitoring

Status  Green
Number of nodes
Number of data nodes
Active primary shards
Active shards

1

1

V]

0
Relocating shards 0
Initializing shards 0
0

Unassigned shards

» Delete Elasticsearch domain

€« C' i & httpsi//ap-northeast-1.console.aws.amazon.com/es/home?region=ap-northeast-1#awsiot-handson-es:dashboard

Manage tags

LR

P

maZshita @

"L

Q

»dps ®ap-northeast-1.es.amazonaws.com

arn:aws:es:ap-northeast-14, ™ &= ¥ &kdomain/awsiot-handson-es

e J

4 3p-northeast-1.es.amazonaws.com/_plugin/kibana/

]

weB 1 & =

X

goobooooboood

Amazon ESO0 0000000000 O0O0OC0ODOOOOO

goooog

O0e:

Ub0o0ob0oboodb curl 000000000000 000O00 (Windows OO0 0)

s date00000O000O0O0O0O0DOOO0OO 2016-05-19T10:10:50+0%0000000000000
gboobgooboooboobo

* ${YOUR_ES_ENDPOINT} UOAmazon ESOO0OO0O0O0OOO0OOO Endpoint00000O0O0O0OO

’curl -X PUT ${YOUR_ES_ENDPOINT}/es-test/es0/1 -d "{\"deviceId\":\"es—testO\",\"fieldl\"{l,\"@timestar

Windows OO : 0 0000000000000 O0ODOO0O0OO0ODOO0OOOOOO0O0O0OO0

’ curl —-X PUT %YOUR_ES_ENDPOINT%/es-test/es0/1 -d "{""deviceId"":""es—-testO"",""fieldl"" :]L, ""@timestamy

obooooOoooobooboooooooon

1.5. Amazon Elasticsearch Service OO OO0 000000 nOgd
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‘ {"_index":"es-test","_type":"esO","_id":"1","_version":1, "created":true}

KibanaO O OO

IndexOJOOOOOd

AmazonESOO0D00O0O00D0OOO Kibana URLOOOODOOOO
gooobooooboboooooooon

Index name or pattern | es—test
Time-field name @timestamp
- o x
Amazon Elasticsearch Ser X / [I Settings - Kibana 4 x
<« Cfn hittps://search-awsiot-handson-es- + al ' s ’g’d'.ap—northeast-l.es.amazonaws.come’,p\uginf‘kibana,-‘"—‘fsettin{i’ 9 I & =

. ana Discover  Visualize  Dashboard  Sefings

Indices Advanced Objects About

Index Patterns

pattern Vutomdj;asglien;: create CO nflg u re a n I n d ex patte rn

TEDEmTE In order to use Kibana you must configure at least one index pattern. Index patterns are used to identify the Elasticsearch index to run search and analytics against.

They are also used to configure fields.

¢/ Index contains time-based events

Use event times to create index names

Index name or pattern
Patterns allow you to define dynamic index names using * as a wildcard. Example: logstash-*
es-test

Time-field name € refresh fields

(@timestamp v

0000000000 0b0b00000 “Create”’ 00000000 O0O0OOO0OOODOOOCOODOODOOO
gboboobboooobobooooboboooooboooo

gbooboooooboobooooboooobooooboobooooboooooboooobooog
oood
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Indices Advanced Objects About
-

Index Patterns
% es-test [+ 2]

This page lists every field in the es-test index and the field's associated core type as recorded by Elasticsearch. While this list allows you to view the core type of each field,
changing field types must be done using Elasticsearch’'s Mapping APl %

Fields (6) Scripted fields (0)
name % type ¥ analyzed @+ indexed @+ popularity @ 3
_index string false false 0
_type string false true 0
field1 number false true 0
@timestamp date false true 0
_source string false false 0
_id string false false 0

goooooboog

“Discover” 000 0O00D0OO0OO0DOODOOODOOOOODODOOO
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[} e
Amazon Elasticsearch Ser. X / [} Discover - Kibana 4 X
€« C fi  { https:/search-awsiot-handson-es- y*¥ “has y @la *mv ap-northeast-1.es.amazonaws.com/ plugin/kibana/#/disco 7z @ 1 & =
I . ana Discover Visualize Dashboard Setfings

Selected Fields

April 27th 2016, 14:30:20.836 - May 20th 2016, 14:45:20 836
_source

Fields

Count

@timestamp
_id

e 2016-04-29 09:00 2016-05-03 09:00 2016-05-07 09:00 2016-05-11 09:00 2016-05-15 09:00 2016-05-19 09:00
- @timestamp per 12 hours
e
_typi ~
deviceld
field1 Time «

_source

» May 19th 2016, 10:10:50.000 geviceld: es-test0 fieldl: 1 8t inestamp: May 19th 2018, 10:10:50.000 _source: {"deviceld":"es-testo","fi

eldl”:1,"@timestamp”:"2016-05-19T10:10:50+0900"} _id: 1 _twpe: es0 _index: es-test

obooooobooooooboooon
AWSIoTOODO OOO

gbooooogn

gooooOoOoOoOoOOOOO((@CmOOOO)0DODO0OOOOOOOO

$ curl -X DELETE S${YOUR_ES_ENDPOINT}/es—test

goooooooODOO((@O)ODODDODODOOOOOOO0DO0DO0DO0OOOOOO0

gbobooboboooooboooobooooono

000 “Time Picker’ OO 00000 “Time Filter’ DO OO0 “Last30Days” 0000000 DODOOO
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Discover - Kibana 4 x

- b & e w %= ™4 .esamazonaws.com/_plugin/kib

g=(refreshinte

Time Filter Refresh Interval
_ Today esterday List 15 minutes Last 20 days

This week Day before yesterday Last 30 minutes Last 60 days

Relative This month This day last week Last 1 hour Last 90 days
This year Previous week Last 4 hours Last & months

Absolute The day so far Previous month Last 12 hours Last 1 year
Week to date Previous year Last 24 hours Last 2 years.
Manth to date Last 7 days Last 5 years.

Year to date

cond-gw-pocl

Selected Fields
No results found ®

Fields Unfortunately | could not find any results matching your search. | tried really hard. | looked all over the place and frankly, | just couldn't find anything good.
E Help me, help you. Here's some ideas:
EXDEﬂd your time range

I see you are looking at an index with a date field. It is possible your query does not match anything in the current time range, or that there is no data at all
in the currently selected time range. Click the button below to open the time picker. Far future reference you can open the time picker by clicking the

m the top right comer of your screen,

Refine your query

The search bar at the top uses Elasticsearch’s support for Lucene Query String syntax. Let's say we're searching web server logs that have been parsed into a
few fields.

Examples:

Find requests that contain the number 200, in any field:

Or we can search in a specific field. Find 200 in the status field:

Find all status codes between 400-499:

AWS loTO OO

OCOO0000: AWSIoT O MQTT(AWS IoTO OO DOOOOO0)DODOOO0O0DOOOODOOOOOD
goooooao;
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Amazon Elasticsearch
Service

awsiot-handson-es

I

SORACOM Air >
|
I

Kibana

OpenBlocks loT BX1

-~

000000

5000

Control PC

Web Browser
Fujitsu Component Limited
FWMBBLZ02

OO0 SVG

HEN

AwSloTOODOODOOOOODOOOOOOODOOOOODOOobOOOOOooDOon
1. 7AMO000000
2. AWS loeTODODOOO
3. ‘0b0rpogo
4 OOoO0oOoO,b0o0b00b000,*0b0r0o0obooon
5. 000000

IAMOOOOOO

AWSIocTOOOOOOOOO0OOOAWS IoT OO Amazon Elasticsearch Service 0000000000000
ooooooooog

goooood

IAaMOOOO0ODOOOOooOOOoOo [booOooooog]jooooooobooooobooOooooo
gboooooboooooboooooooboooo

gooo awsiot_handson_put_to_es
000000000 | AWSOOOOOO0O0 =AWSIeTO OO
000000000 | <Oo0oooods
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obooobooboooogn

1. I AMOO0DOO0O00DOOCO000DOCO000DQOO awsiot_handson_put_to esO 00000
2. [0000DbOO0OO0C0O]-[cobooboobooboobo]jboboon
3. 000000 @EooobObo0ooo]-[bojoooboon

4 D0o0obOO0oOooOOobOOoOooDOoOooOooOoobOoOooDOobO bhoobobo)JobboOo oboooboOo]o
oood

agoooo awsiot_handson_put_to_es_adhoc_policy ‘
ooooooooon

O AWS_ACCOUNT DO OO0 AWS AccountiD OO0 00000000 ODOOO

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "es:ESHttpPut",
"Resource": [
"arn:aws:es:ap-northeast-1:AWS_ACCOUNT_ID:domain:awsiot—handson—-es/*"

]

}

googobooooobooo _

AWS loTO OO OOO

“00”0 AwWSleTOODOOOOOOOOODOOOOODOOOOOOO
gbooobOoobooooobooon

ob: ;AMOOOOO0OO0O0O0O0DOO0DbOoooOO

oo

. AWSIoTODOUOODOD OO “Create aresource” 0 00 OO0 “Create apolicy” 0 0 000
2. 00000000 “Addstatement” 000000 “Create” DO OO0

Name awsiot_handson_policy
Action iot:x
Resource | 000000000 ~O0000O0AllowOOOOO

O0000000ooooooo
0000 “Add statement” O OO0 OO0 O
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- [} X
Amazon Elasticsearch Ser. % /' il AWS loT x
€« [ ] https:/:ap—nor‘theast-‘l.conso\e.aws.amazon.com/iotfhome?-'egionﬂp-no-'ﬂeast-‘l=,*ciashboar'd 7 @ 1 & =

mazshita @ , o & W~ EFE- Ut

Resources | MQTT Client | Tutorial | Settings | O notifications

Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things and topics), or autherize the action for all resources
with a *. You can then attach your policy to ene or more certificates.

Name

awsiot_handson_policy ‘

Add a statement

Allow ¥

Deny

Action

iot:* ‘ Resource

® 7 Frivd Q BESE EE = FIRERR

“O07”000

AWSIoTOO “O0700000000000000

000 “Cc0rD000000000D00000D Thingshadow OO ODOOOOO0ODOOOOODOOOO
oo

1. AWSIoeTOOODOOOO “Createathing” 00000
2. 00000000 “Create”0000ODO

| Name | awsiot_handson_thing0 |
Oo00 “0o0r>0o00oobooon
0000 “Create” 00000003
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iplathome} - O X
Amazon Elasticsearch Se x/ AWS loT x
€« [ ] https://ap-northeast-1.console.aws.amazon.com/iot/home?region=ap-northeast-1#/dashboard 7 @ 1 & =
mazshita @ pPoe® o 4. mmv ekt
Resources | MQTT Client | Tutorial | Settings | O notifications
Resources | % Close create pane ‘ H
‘ ‘ x
Create a thing
Create a thing to represent your device in the cloud. This step creates an entry in Device Registry and also a Device Shadow for your device.
Name awsiot_handson_thing0
Attributes
Mext (optional), you can use thing attributes to describe the identity and capabilities of your device. Each attribute is & key-value pair.
Add attribute
Create
T ‘ Select a ‘ | Actions~
3f3things 2/2rules /0 CAs  3/3 certificates  2/2 policies -
® JoFryd Q@ OFE T —HUL— IR

oooooo,00o00gooog,“oo”»oogoon

“0070 AWSleTOODOOOOODOOOOODOOOO@MOOO)ooooao
‘007000000000 AWSIloeTODOOOOODOOOOODOOOOO0ODO

oooboob@obyoo (oo)obooboooboooooboooooooooooooboooobooobog
AwSloTOOOODOOOOOOOOOOOOOOOOOO

ocoooooooooooo “bor00O0o000oobOOoO0OoooOOobOO0ooDObOOo “0cOo”0O0DbObO0O000
ubooobooboooogn

oooooobobooobobbooooboooobooboobD AWSIloTOOOODOOOODO

OO: AWSIocTODOOOOOOOOO 800 0000000000000 00DO0O000DO0O000D0

go

« 000000
1. AWS IoTOOOOOODODO “Create a certiicate” 0 0 O 00
2. “1-CLick certificate create” 0 0 0 O 0 <’INACTIVE’ O OO 0O0O00O0D0OOOO0OOOO>
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3. 0000 “Download private key” O “Download certificate” OO0 0O OD0OO0O0O0ODO .pemkey 00O
Ud pemert 00 O000O00O0OO

go:

eprivatckey 0000000000000 0DDO0OO0O0ODOOOOO0OOOO0OO0DOODOO0ODOOO
oooooooooogo

e JO000O0OOODODODOO
. 0000000000000 000000O0 00 @OoOoooooO)
2. [Actions] 0 O OO [Attachapolicy] DO OO O

3. Policyname 0 00O 0 awsiot_handson_policy 0000 “Attach” 0000 0O
s “O00”00000DDODOD

1. 000000000000 00000 @oooooon)
2. [Actions] 0 OO 0O [Attach athing] OO OO O

3. Thingname O 0000 awsiot_handson_thing0 OODOO “Attach” 00000
s JO00000OO0ODDODO

1. 000bO0ooooooobooboooo@oooooboon)

2. [Actions] DO 00O [Activate] DO OO0 <0000 “ACTIVE"ODDOODOOO>
U000 000D0b0bo0oboonDO “Actions” 00 000D00OOCOODOOO
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AWS loT
AN

ma!

AWS v H—EZX +

v~ EE~ HF—h~

AWS IOT Resources | MQTT Client | Tutorial | Settings | 0 notifications

Resources | * oo |

&)
%
E

cate Create a certificate Create a policy

Your new certificate has been created. You can attach a certificate to a thing so it can connect to AWS loT and attach a policy to give it
permissions.

Please download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys will not be
retrievable after closing this form.

¢ Download public key
* Download private key
* Download certificate

Y Filter by resource names or by resource type (below) Select all

1/1things 0/ rules 0/0CAs  1/1 certificates  1/1 policies

First  Prev Activate

Deactivate
Revoke
0462868ccccb2ab8b7 awsiot_handson_thing awsiot_handson_polic
94b5de2b688c5f208a 0 v Delete

4704ibbi2f4ce19704. Accept transfer

INACTIVE

Reject transfer
Revoke transfer

Start transfer

)
O

an
O

Attach a policy

Attach a thing

gboooogo

AWSIoTOOOMQTTO RESTOOODOOOOOOOO0OOOODOODODOOODOOOO0O0OO0O00oooDOo
gooooooogon

oo

1. AWS IoTODOOOOOOO “Createarule” 00000
2. 00000000 “Addaction”000000 “Create” 00000
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Name awsiot_handson_rule0
Description awsiot_handson_ruleO
SQL version 2016-03-23-beta

Attribute *

Topic filter awsiot_handson/sensor0
Condition <0ogooooogs>

Choosen an action

Amazon Elasticsearch Service

Domain name

awsiot-handson-es

ID

S{newuuid() }

Index awsiot_handson
Type fwm8b1z02
Role awsiot_handson_put_to_es

gboboooOoboooooon
0000 “Addaction” 000 O00O0OO
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Create a rule

Create a rule to evaluate inbound messages published into AWS loT. Your rule can deliver a message to the topic of another devi

Name your rule and add an optional description.

Name

Description

awsiot_handson_rule0

awsiot_handson_rule0

Indicate the source of the messages you want to process with this rule.

Rule query
statement

SQL version

Attribute

Topic filter

Condition

SELECT * FROM 'awsiot_handson/se

2016-03-23-beta

awsiot_handson/sensor0

e.g. temperature > 75

Select one or more actions to happen when the above rule query is matched by an inbound message. Actions define additional &
database, invoking cloud functions, or sending notifications. (* required)

Choose an action

Amazon Elasticsearch

This action will send the message to an Amazon Elasticsearch cluster.

*Domain name

*Endpoint

*ID

*Index

*Type

*Role name

awsiot-handson-es v

https://search-awsiot-handson-es-
— gy A - . 2 -
northeast-1.es.amazonaws.com

S{newuuid()}

awsiot_handson

fuwmBblz02

v

awsiot_handson_put_to_es

Cancel

0 Create a new resource 0

i

(i}

Li]

©® Create a new role

Add action

O 0O: Amazon Elasticsearch Service OO0 D0 O0O0OOOO0DOOODOOONO Endpoint O https:/mull 000000
OO00000000AmazonESOO0O00OOCOO00ODODOOOODOOOODOOOOODOOOODOODO

1.6. AWSloTO OO
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AWS loTOO MQTTOOOOOOODOOOOOOOOO

AWSIoTOO MQTTOOOOODOOOCOOOOOOOOOOOOOOODOOOOOOO0bOOOOOn

oo

1. AWS 1oTOOODOODOOO “MQTTClient” 00 OO0

2. “Generateclient ID” 00000 <ClientIDOODOOOOODOCOOO>
3. “Connect” 0O O OO

4. “Publish to topic’ OO0 O OO

5.0000000 “publish»CO000ODO

Publish awsiot_handson/sensor0
topic

Payload {"state":{"reported":{"deviceId":"awsiot-test0","fieldl":3,"time":"20

40 Chapter1. 0O
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Resources | MAQTT Client | Tutorial | Settings | 0 notifications

iptions. MQTT Client Actions i

Device Gateway connection v
k "Subscribe" . . n

Subscribe to topic 2
pic by clicking the 'x' in the right corner

Publish to topic &l

Publish log 9

Publish topic

awsiot_handson/sensorQ

Quality of service .
(@s) 0 7

Payload

Publish

KibanaOO OO paylo,ad 000000000 O0O0O0DOODO

0 0O: Amazon Elasticsearch Service OO O O0OO0OOOO0OO0OO0 OO es-test 00 IndexOOOOOOOOOO
000000000000 Index O awsiot_handson O O

Kibana O Settings 1 0O 0O OO awsiot_handson OO0 Index OO0 O0O0OD0OO0OO0ODOODOO
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Discover Visualize Dashboard Settings Last 15 minutes @

awsiot_handson

. May 7th 2016, 11:38:13.929 - May 7th 2016, 11:53:13.929
Selected Fields

1
_source 08
Fields £ 06
G}
O 04
_id
0.2
_index
fa 11:39:00 11:40:00 11:41:00 11:42:00 11:43:.00 11:44:00 11:4500 11:46:00 11:47:00 11:48:00 11:49:00 11:50:00 11:51:00 11:52:00 11:53:00
- state.reported.time per 30 seconds
state.reported.deviceld
~
state.reported.field1
Time v _source

state.reported.time
»  May 7th 2016, 11:52:50.000  syate, reported.deviceld: awsiot-testd state. reported.fieldl: 3 state.reported.time: May 7th 2016, 11:52:5
0.000 _source: {"state”:{"reported”:{"deviceld”:"awsiot-testd”,"field!":3, "time":"2016-05-07T11:52:50+090
0"}}} _id: 9ef75369-f30e-4755-9a3d-126096b1a392 _type: fwm8blz02 _index: awsiot handson

obooooobooooooboooon
BX10O AWSIoTOODO OOO

gboooogn

AWS loTO OO

CloudWatch OO O DOOOOO0OO0OOO
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PiisEse G T o v Y
{ @ &> £ https://ap-northeast-1.console.aws.amazon.com w @ 1 =

ma2shita @ &« "0 0% v BHERE v HiR—b v

CloudWatch oI n—=

FwisaR—p new

TI—L 1 Fovay ~ - )

2405 x os¥—7 15
asIn—= ROMEMEBREBICI <V MEET  AMNYIRTNE | HTRIVTFvay

=R faws/lambda/ansible-playbook-broker S| < 3a 0740% =L

A~ NEW laws/lambda/jawsdays20160312_to_es KL 074)% L
= faws/lambda/solar_demo_add_item_to_dynamodb S 074)L% 2L

=04 faws/lambda/solar_demo_get_item_from_dynamodb  &ZhLA 074)L% 2L

ARYwD 2 AWSlotLogs 14°A (30 BA) 0 74IL% #L
EBS
EC2
ES
IoT
Lambda

S3

ARG LANIWG R~

| 7—FnRvs Q@ BEE

Certificate 00000 Privatekey 0 0 0000000000000

AwSloTOOOOOOOOODOOOOOOOO
gboboobOobooooboboooobobooooooo

AWSloTOOOOOOOOOOO
000000000000 1.00000000000000000 2Deactivate 00000 OOOOOOOO
oo0ooooooooo
OO0oo0ooooooo “0o0”00000
1. 000000004
2. 000000000000 [Detail] 0 ODOOOOODO “dettach” 000
Deactivate 0 0 0 0O O
1. 0000000000000 000O0 (@@oooooog)
2. [Actions] 0 000 [Deactivate ] 00000 <O OO0 “INACTIVE"DOOODOODO>
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Rule 0 0O 00O Elasticsearch Service 10 000000000000

O000000ooooooooao
AWS IoT O Elasticsearch Service 0 0 0000000000 OOOOO0O0OO

KibanaO O OOOOOOOOO

O0000 IndexO es-test 10O O O0D0OOOOO

BX1O AWSloTO OO

OO00000:00000000000 AWSIoTODOOO AmazonESOQD KibanaOOOODOODO
goooooo;

(intel.
(el
e AWS loT
- \ Amazon Elasticsearch
- Servi
_- m}) rvice
== awsiot_handson/sens
- - \& awsiot-handson-es
SORAGOM Air |
- 3G
- / _Twic Action _
4 - Kibana
OpenBlfks loT BX1 -
- -
. Y e, - ~
(intel’y i -
{ ™ - -
Pl
L\% P . A -
\ - et b
BLE it —
Control P Q000000000
- .(’/
— b Browse
Fujitsu Component Limited '
FWMBBLZ0Z
0 00 SVG
0

AWS loTOOOOOOOOOO

e OO0 (Certificate) 10 OO0 <O OO0 .pem.crt>
- J000OD0DOODO (PrivateKey) DO OO <O OO .pem.key>
- 0O0D00ODOOO
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gooooooooood

00000 “XXXXXXX.iot.REGION.amazonaws.com” 0 0 00000000000 O0OOOOO
oo0ooooooooooooooodg

* AWSCLIO aws iot describe-endpoint OO0

« AWSIoTOODOODOO “Things” O REST APl endpoint 0 0O 000

Resources | MAQTT Client | Tutorial | Settings | 0 notifications

Detail

Name 5c313ec11d00
REST APl endpoint  hitps://7 ™, = #§ Sy & Yiot ap-
naws.com/thing
/shadow

j "hitp://" B H5#ED. host

MQTT topic

Previous - 203 Next last Last update 112 days ago
Attributes None

Linked certificates

Shadow status
Shadow version

Shadow state

— 1~ {
— 2~ "reported”: {

3 "color™: "RED",

4 "count™: "0EOTT",

5 "sensor”: "@@o0°,

[ "time": "2015-10-26T17:04:54.050+609608"

7 1

8 1}

ugbooaboaaogagod

« DO00O0ODOOODOODO

O0e:
« J0URLOOOODOOOOODODOOOO0O0ODODODOO0ODOOOO BX1OOOoOooOoOooooooooao
00000000000 oooo0odoooD00@uUO0o0oD00oDOooOo0 _ooooooono)
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BX1O0O

gooobooogon
AwSloeTOOOOOODOODOOOOOOODOOOOO0OOO0ODOODbOOOOOOOoDOOo 300 BX1oooooog
oood

1. WebUI OO [O0OO0O]-[000O000]000

2. 000000000D03000000000000
gboaboooboobooboboaoboaobooogad

« (<] 192.168.254.254:880/system/file_control.php w9 =

open BIOC kS® O > 1D: webuiadm (HIFL BRSRL) Z1~—Y OFFI -

DAT I

771 ILER

77T IVEE(?)

files

2038353efc-certificate.pem.crt

2038353efc-private.pem.key
VeriSign-Class_3-Public-Primary-Certification-Authority-G5.pem

0000 /AWSloTOOOOODO

1. WebUI OO [ODOOO]-[0000]1000O
2. AWSIoTO O0ODOD (DODOOOODOOOOO)
3. 0000000000

oood 3
oo
oood <gd0o0oood URL>
od
root J U /var/webui/upload_dir/VeriSign-Class_3-Public-Primary-CertificationtAuthority-G"
0

O0e:
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e JO0OO0DOOODODODOOOOOOOOOOOOOODOOOOO BX100O /var/webui/upload_dir/
gbogbooboooboboobooboobobbobbobooboobooboon

000 < im] 192.168.254.254 @] O
OpenBlocks®({l38

=
[mi|
I

044 > ID: iotadmin (#MR: HIFREL) Y1R—Y OJ/FU b

BiliEE

EEERE
A4ER(local) OERAT2  ERLEV
TINA R—HERE —EE% ) —EEM )
PD Exchange RT3 O ERLRN
Amazon Kinesis ERT2OFERLAN
AWS loT OFAT2  FERALEBV
1> 5 —)\)L[sec] 3
ARk R[sec] (]
EFEFLRA S A FL T bW jot.ap-northeast-1.amazonaws.com
REIEHR— b 8883
QoS 1
rootsERAE (var/webui/upload_dir/VeriSign-Class_3-Pu
FINA RA—IERE —EEY ) —EEY )
IBM Bluemix £HY 30 EALEV
MQTTH—/\ RT3 O EALEW
WEB#—/{(PLAIN) #RAT3 O FEALAL

E—JVEERE(?)

gboboooboooobooboooooboo

0000 /000000000000 AWSloeTOOOO

1. dev_le_0000001 0 OOOOO O AWSIOTOOOOOODOOO@OOOODOOOOOOOO)
2. 000000000D0

ooooo awsiot_handson/sensor0
000 (AWS IoT) /var/webui/upload_dir/<O00000000O0 .pem.crtOOgd>
Ooooooog (AWSIoT) | /var/webui/upload dir/<O00000000 .pem.keyO O QOQd>
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00O < Em] 192.168.254.254 ¢ (4] ] a  |§
Jre——— R R E o
MQTTH—/¢ RT3 O ERLAV
WEB* —/{(PLAIN) AT %O EALARN

E—OVRERE(?)

EENR EET 3O EELEN

FIA AWERERE | XENRIEEY )  EENREREY )

FINARBES dev_le_0000001

EERR OXETZ EELEL

ZRLZ E7:3A:40:83:9D:8A

A—H—AE

Y —{ESHREdbm] 0

SRR ms] oo

kBT @local PD  KINESIS @AWSIOT BLUEMIX MQTT PLAIN
254 7> hD (AWS IoT) (€73a40839d8a _RE )
Thing Shadows(AWSIoT)
kv 2 %(AWSIoT) fawsdays2016/sensor0 | #RtE )
FIEBAEE(AWSIoT) (var/webuilupload_dir/505cad28c0-certifica \E)
754N~k F—(AWSIoT) i/upload_dir/50! -private. E)

R

)

Version 1.0.7

O0D000bo0 AWSIoTOOUODOUODOOODOOAmazonESO KibanaOO OO OODODOOODOOOOOOO
oood
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Y SRS oY SRR 11 o-cover <o T

< ¢ Q https://search-jawsdays20160312handson- 1u” . @& “v=w pra8 ~.ap-northeast-1.es.amazonaws.com/ |
H Lol

Discover Visualize Dashboard

es-test

Selected Fields March 9th 2016, 00:00:00.000 - March 9th 2016, 23:59:59.999

_source

Fields a

@timestamp

Count
»

_id

12:00 15:00 18:00 21:00

_index

@timestamp per 30 minutes
_type
~

deviceld
fieldl Time + _source
» March Sth 2016, 18:00:30.000  govjceld: o73a4083%08a @timestamp: March Oth 2016, 18:00:30.000 payload.deviceld: o73a40839d8a payload.time: 2016-03-09T
18:00:58. 707+0900 payload. temperature: 27.18 payload.accelX: 0.088 payload. acc

-0.949 payload.accelZ: -0.123

_source: {"deviceld":"e73a40830d8a", "Bt imestamp”:"2016-03-09T18:00:30+0900", "payload”:

"deviceld”:"e73a40839d8a", "time":"201
6-03-00T18:00:58. 707+0900", "temperature”:27. 18, "acce LX":0. 088, "accelY":-0. 949, "accel2":-0.123}} _id: ¢73a40830d8a-2016030818

0030-6494b0h3  type: loo  index: ss-test

v March 9th 2016, 18:00:30.000  geyigeld: e73a4083908a @timestamp: March 9th 2016, 18:00:30.000 payload.deviceld: 73a40839d8a payload. time: 2016-03-09T
18:00:59. 66440900 payload. temperature: 27.13 payload.accelX: 0.091 payload.accelY: -0.95 payload.accell: -0.118

" 016-03-09T18:00:30+0900" " "201

6-03-09T18:00:59. 664+0900", "temperature”:27. 13, "acce X":0. 091, "accel¥":~0.95, "acce|2":-0. 118)} _id: e73a40839082-20160309180

_source: {"deviceld":

Btimestamp

"deviceld”: "e73a40839d8a", " time

"payload”
030-c006B286  type: log  index: es-test

> March 8th 2016, 18:00:30.000  geviceld: e73a40839d8a @timestamp: March Sth 2016, 18:00:30.000 payload.deviceld: e73240339d8a payload. time: 2016-03-09T
18:01:00. 93940900 payload. temperature: 26.84 payload.accelX: 0.086 payload.accelY: -0.956 payload.accelZ: -0.113

_source: {"deviceld":"s73a40830d8a", "0t inestang”: "2016-03-09T18:00:30+0900", "payload”: {"deviceld": "e73a40839d8a", "t ine": "201

6-03-09T18:01:00. 939+0900”, "temperature” : 26, 84, "acce [X":0. 086, "acceY":-0. 956, "acce(2":-0. 113}} _id: e73a40839d8a-2016030818

0030-03205Fea  type: loo  index: es-test

gbobobouoogon

gooobobooooboobooooboooboooDo
OKibanaOOOOOOOOOOODODOOOOOODOOOODODOOOOOOOOOOOOOOOOOOO0OO0OOd0
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7AW o8 Y ambda Managen iy 11 visualize - Kibar

§ (= Q https://search-jawsdays20160312handson-» «f L d¢-ssd 7 34 ® »5*.ap-northeast-1.es.amazonaws.com/_plugin/kibana/# /visualize/create

I . ana Discover ~ Visualize  Dashboard  Settings

es-test
o T-AXIS o x N

Legend ©
® Average payload.accelX
Aggregation @ Average payload.accelY

@ Average payload.accelZ
Average

Field

payload.accelZ

4 Advanced

buckets o

[ x-axis [ x |

Aggregation

Date Histogram v -05

Field

payload.time

Interval

Second

4 Advanced

view options ¥

¥ Show Tooltip
¥/ Show Legend

() scale Y-Axis to Data Bounds 25
00 17:58:00 17:59:00 18:00:00 18:01:00 18:02:00 18:03:00 18:04:00 18:05:00 18:06:00 18:07:00 18:08:00 18:09:00
payload.time per second

~

oooooooooooobo 1ooobobooooooboboooooobooOoooobboboOoooobooooooon
oooooooboobono

oboooOoooooobobooobooooooobooooobooon

gbooooogn

boooboooooooboood
goooooboooooboon
goooooooboao

gbooooogn

gboooboooobooobo
1. 0000000000000000000 (pd-handler-stdoutlog0 0O 00O OO0NO)
2.3GU000000000 (pingdOOOO0OODOOOO)
3.AWS oTOOO0ODO0OO0O0D00OO (ClowdWatchOOOOODOOOO)
s AWSIloTODOUOOODDOOOOODOOOO
- J000DbOOOODODO
- J000DOOODOODO
- 0000 ACTIVEOOODOOO
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-O0O0bO0oo0o0oooobooogoooo
« JODODDOO Amazon Elasticsearch Service ] OO0 pPUTODOOODOOOOOOOO
4. Amazon Elasticsearch Service 0 O [0 0 0 PUT (CloudWatchO OO OO OO OQ)
- J000ODOUODOODOOOODOO

BX1OO AWSloTOOOOOOOOO

WebUIO O [ODOOO]-[0000]100000000000O
boooooboooooobooon

pd-handler-stdout.log | OO OO <>BX1OOOOODOO
pd-emitter.log BX1<>000 (local0 AWSIoTO)ODOODOOODO

goooobd

AWS O OO0

gboooooboboo AwWSOOOobOooooooboboooooobooooooboboooooog

ocoooood
e AWS IoT
- 000
- 000
. 0000DOo000 “cor’ooguoooogd
2. 0000 Deactivate
-“gno”
- 000
« JAMOOO
« Amazon ESO 00000 (DDOOODOOOONO)

oo

ooooo

e J00O0O0OO0O0ODOOO AWS IoT O Amazon Elasticsearch Service D 0000000000

O000:SORACOMBeam I AWSloTO OO DO OOOOOO

UO0: SORACOM Beam O AWS loTO OO OODOOOOOO O

O00:AWSIoTO Thing Shadow D D OO OO0O0OO0OOO

O00: AWSIoT O Thing Shadow OO0 OO OD0OOO0OODO O

18. 0OO0OOOOO
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obobboobooboon

oboooOooboooBX1ooooooooooooJsoNoooooooo
O00O0D0OO0b0O00 AWSIoTOO RuleEngineJ0Lambda OO OO OODOODOOOO
ggOOOO0O0DOOOOODOOOODOOOOn)

gooooooOoOoOoO0O OOOOoOoOoOoOOOOOOO “FWM8BLZ02”

"deviceId": "e73a40839d8a", // BX1O0OOODOOOODODOODODO Ip (BXx1OOO)
"time": "2016-03-09T18:15:53.764+0900", // 0000 «(BXx1OO0O)

"temperature": 27.22, // 00 O

"accelX": 0.092, // XOO OO0 G

"accelY": -0.952, // YOO OO0 G

"accelZ": -0.113 // 200 000 G

}

BX1 OAWSIOT” O 0000000000000 {state: {reported: DATA}} OO0 AWSIoT O
Device Shadow D 0000000000000

{
"state": {
"reported": {
"deviceId": "e73a40839d8a",
"time": "2016-03-09T18:15:53.764+0900",
"temperature": 27.22,
"accelX": 0.092,
"accelY": -0.952,
"accelZ": -0.113

Texas Instruments 00 00 0/0000000 SensorTag CC2541DK

"deviceId": "5c¢313ec027el", // BX1OOOODOOOOOOOOOO Ip (BX1OOO)

"humidity": 40.7, // 00 %

"temperature": 28.6, // 00 O (DOooooon)
"objectTemp": 23.8, // 0000 O
"ambientTemp": 28.4, // 00ono O

"gyroX": -1.4, // 0000 (XO) deg/s <0O0OO>
"gyroY": 4, // 0000 (yO) deg/s
"gyroz": 0.2, // 0000 (zO) deg/s
"pressure": 1015.6, // OO0 hPa

"accelX": 0.1, // 000 (xO) G
"accelY": 0.3, /,/ 000 (xyO) G
"accelz": 3.8, // 000 (zO) G

"magX": -53.9, // 000 (xO) pr <OD00O>
"magY": -5.2, // 000 (yO) pT
"magz": 102.7, // 000 (z0O) utT

"time": "2015-11-19T10:29:20.529+0900" // OOOO (Bx1OODO)
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BX1 OAWSIOT” 0000000000 00D00 {state:
Device Shadow U O OO0 O OOOO0OODOOO

{reported:

DATA}} ODOO AWS IoT O

{
"state": {
"reported": {
"deviceId":
"humidity":

"5c313ec027el™,
40.7,

"temperature": 28.6,
"objectTemp": 23.8,
"ambientTemp": 28.4,

"gyroX": -1.4,
"gyroY": 4,
"gyroz": 0.2,
"pressure": 1015.6,
"accelX": 0.1,
"accelY": 0.3,
"accelZ": 3.8,
"magX": -53.9,
"mag¥": -5.2,
"magzZ": 102.7,
"time": "2015-11-19T10:29:20.529+0900"

BX1OOODOOOODODDOOODODOOOOO

BX1OOOOo uSBOOOOOoOOooOOooooooooooobooodg
FIDIOOODOOOOODOOODODO0O0O0O0000000 Windows/MacOSXOUOLinuxOOOOOOOODOO

oooobooooon

ID root

Password | OBSIOT (OO OO OO OO OO OOO)

eg)screen U0 O0OO0O0OO0O0OO

’screen /dev/ttyUSBO 115200

000:SORACOMBeamd AWS loTO O OO ODOOOOODO

CO000O:BX1 0000 AWSIeTODO MQTITOOUOODDOO AWSIoTOOODO Amazon ESO OO0

goooooo
goooooo;

1.10. OO0 : SORACOMBeam O AWSloTO O OO OOODOOOO
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- MQTTS(port=8883)

E - X.509REEA
t SCRACOM ' >

<AWS loT Endpoint>

~.

w:
- MQTTS(port=3883)
™ MQTT(port=1883) ’ - XS509fEBRE
Gmw" beam soracom.io H CAWS IoT Endpoint>
OpenBlocks IoT BX1 SORAGOM Beam AWS IoT

SORACOM Beam O O [0
lTOODO000000000000000000000000000000000000000000000
0o0oooooon
Beam DO OODODOOOOOODODOOOO (20160 5000)

- 0000000 @O00O0O)

- 0000000
000 SORACOMBeam 0000 OO0ODO0OO

gbooooogn

BX1 O AWSIoTOOO OOOAWSIoTOOOOOODOOOOOOOO (bOO0oO0O30)0BX1ooOoood
goo

000000 BX1O0O SORACOMODOUOOOSORACOM Beam D OO O AWSIoTOOODODO
oood

0000000000000 000O0DO0000O0000000 Amazon Elasticsearch Service 0 Kibana O OO
ooooooooooao

BX1O0OOOOODOODOO

SORACOMBeam U OO OOO0O0O0OOO0O0OBX1OOOOOOOOOODOOO

1. AWSIoTO OO MQTTOODOUOOOO0ODODDO payload D00 000O0DDOOOOOD OOODOODO
ooobooobooogn
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2. MQITTUODOODOODODOOOO0O0 <0O000DOOO0O0OO>x<O0000 IDMQTD)>000D0ODO
DOOoOOoooooooon

gooo

1. BXI: AWS leTO O QOQOQ0OO

A

AWS: AWS leT OO O DOOODOODO
SORACOM: DO UODOO0ODO Xs5090 00000
SORACOM: SIMO DO UO0O00ODOO Beam O U O
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{"timestamp": 1462705368}, "yellow":{"timestamp":1462705368},"green":{"timestamp":1462705368}}},"version":1,"timestamp":1462714999}
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